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ABSTRACT 

 

• In this paper, we present a novel secure cell design 

for implementing the design-for-security 

infrastructure to prevent leaking the key to an 

adversary under any circumstances. 

• Importantly, our design does not limit the testability 

of the chip during the normal manufacturing flow in 

any way, including postsilicon validation and debug. 

• Our proposed design is resistant to various known 

attacks at the cost of a very little area overhead. 



 

EXISTING SYSTEM 

 • Due to the prohibitive costs of semiconductor 

manufacturing, most system-on-chip design 

companies outsource their production to offshore 

foundries.  

• As most of these devices are manufactured in 

environments of limited trust that often lack 

appropriate oversight, a number of different threats 

have emerged.  

• These include unauthorized overproduction of the 

integrated circuits, sale of out-ofspecification/rejected 

Ics discarded, piracy of intellectual property, and 

reverse engineering of the designs. 



PROPOSED SYSTEM 

• As scan dump is not allowed during normal 

operations using scan chains, an adversary cannot 

have access the functional responses of an unlocked 

chip.  

• Second, our proposed SC enables manufacturing tests 

before the activation of chips, which is absolutely 

necessary to prevent unauthorized overproduction of 

chips.  

• Finally, the DFS architecture provides complete 

support for post-Si validation and debug to ensure 

perfect compliance to its specifications. 



HARDWARE REQUIREMENTS 

• Processor    -        intel core i3 

• RAM          -        2GB 

• Hard Disk   -        20 GB 

 

 

 



 

SOFTWARE REQUIREMENTS 

 

• Tool    - MICRO WIND 

• Operating system  - Windows  7,8 
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