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ABSTRACT 

  Physical unclonable functions (PUFs) provide a unique signature based on 

the variations during the fabrication process of the integrated circuits. The 

additional features of controllability and reconfigurability to a PUF implementation 

enable the reuse of the existing hardware as a new modified PUF, enhancing the 

capabilities of a PUF for more versatile security applications. In this paper, a 

variable duty-cycle-based ring\ oscillator circuit is proposed as a controlled and 

reconfigurable PUF primitive. One of the distinguishing features of the proposed 

PUF is that duty cycle comparisons are used, instead of the conventional frequency 

comparisons to generate the output bit response. The advantages of the utilizing 

duty cycle over the conventional frequency-based comparisons are investigated. 

The feasibility of the proposed PUF is evaluated using existing figures of merit 

providing a uniqueness of 49.3%, temperature reliability greater than 92% between 

0 and 100 C, and supply voltage reliability greater than 96% between 0.9 and 1 V. 



EXISTING SYSTEM 
• A conventional PUF that allows direct user access is potentially vulnerable 

to man in the middle attacks.  

• A controlled PUF has been proposed, where the PUF is used to generate 

random responses through a dedicated secure programming interface.  

• The PUF challenges and responses are controlled through a secure CPU 

interface using one-way hash functions, isolating the PUF from a possible 

direct external attack by an adversary. 

• A variety of reconfigurable PUFs to reuse the PUF architecture for 

enhancing security either by increasing the number of challenge response 

pairs or enhancing the security against certain attacks with a new PUF 

configuration. 



PROPOSED SYSTEM 

• The proposed duty-cycle-based controlled PUF primitive can be 

used as a controlled and reconfigurable PUF. The controllability and 

reconfigurability properties. 

• The PUF primitive provides enhanced random duty cycle spread 

based on process variability and circuit features on the chip, and has 

a potential to provide an increased number of challenge/response 

pairs with negligible area and power overhead. 

• It provides the features of reconfigurable operation that enables the 

generation of additional challenge response pairs, thus optimizing 

the area and enhancing security. 



SYSTEM REQUIREMENTS 

HARDWARE REQUIREMENTS: 

·         Processor    -        intel core i3 

·         RAM          -        2GB 

·        Hard Disk   -        20 GB 

SOFTWARE REQUIREMENTS: 

·         Tool                     -        Tanner/Microwind 

 

 



REFERENCE 
[1] R. Pappu, B. Recht, J. Taylor, and N. Gershenfeld, “Physical one-way functions,” Science, vol. 

297, no. 5589, pp. 2026–2030, Sep. 2002. 

[2] R. J. Anderson and M. G. Kuhn, “Low cost attacks on tamper resistant devices,” in Proc. 5th 

Int. Workshop Secur. Protocols, Apr. 1997, pp. 125–136. 

[3] G. E. Suh and S. Devadas, “Physical unclonable functions for device authentication and secret 

key generation,” in Proc. 44th ACM/IEEE Design Autom. Conf., Jun. 2007, pp. 9–14. 

[4] C. Herder, M.-D. Yu, F. Koushanfar, and S, Devadas, “Physical unclonable functions and 

applications: A tutorial,” Proc. IEEE, vol. 102, no. 8, pp. 1126–1141, Aug. 2014. 

[5] D. Blaauw, K. Chopra, A. Srivastava, and L. Scheffer, “Statistical timing analysis: From basic 

principles to state of the art,” IEEE Trans. Comput.-Aided Design Integr. Circuits Syst., vol. 

27, no. 4, pp. 589–607, Apr. 2008. 


