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Abstract—Automatic control by controlling entities 

(aggregators and local controllers) enables Distributed Energy 

Resources (DERs) to participate in the operation of the power 

grid. This helps to solve the problems of reliability and efficiency 

caused by the intermittent production of weather dependent 

energy sources, and the lack of control by system operators, 

caused by the increasing share of distributed energy sources. A 

DER ICT architecture and controlling entity ICT architecture 

are required to enable automatic control. The paper aims to 

describe the software components required for a generic scalable 

controlling entity ICT architecture, which does not require 

additional work for additional DERs and DER types. The paper 

presents concepts and ideas for the ICT architecture, and a case 

study illustrating the use of the ICT architecture, and the 

capabilities of the architecture. The plug ‘n’ play section 

describes self-healing and topology filtering for automatic setup 

and robust operation of control algorithms as part of the 

controlling entity ICT architecture. 
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I. INTRODUCTION 

In the future Smart Grid, the intermittent production of 
energy from weather dependent energy sources, and the 
increasing percentage of distributed energy sources, outside 
the control of system operators, will result in challenges for 
the power grid. These challenges of reliability and efficiency 
will be solved with storage and the participation of Distributed 
Energy Resources (DERs), both production and consumption 
devices. 

Automatic control of the DERs by controlling entities 
(aggregators and local controllers), will provide this 
participation, with the controlling entities following price 
signals or trading in energy and flexibility [1] markets. This 
provides the economic incentives for the owners of the 
controlling entities and DERs to participate in the operation of 
the power grid.  

On the DERs, the necessary parts besides the unit 
hardware, are a processing unit, data connection and an ICT 
architecture, which is covered by earlier work in the paper 
“Distributed Energy Resource ICT Reference Architecture” 

[2]. Similarly, the controlling entities require a processing 
unit, data connection, and an ICT architecture, consisting of a 
collection of software components (fig. 1.). 

The focus of the paper is the ICT architecture of the 
controlling entities, with the aim of the paper being to describe 
the software components of this ICT architecture to aid in 
designing a scalable ICT architecture to run control algorithms 
on controlling entities.  

The current state of the art in this area is a collection of 
research papers [3] [4] [5], describing the integration of a 
controlling entity ICT architecture with external entities, such 
as system operators, and the unit hardware. With the 
controlling entity ICT architecture of this paper, the specifics 
of the DERs are contained in the DER ICT architecture and all 
communication between the two architectures is described 
using a communication standard, with scalability to any 
number of DERs. 

The state of the art for this area is a collection of scientific 
articles defining and aggregating the requirements of ICT 
architectures for the Smart Grid or Smart Homes [2] [3] [4], 
whereas this paper is specific to the ICT architecture for 
controlling entities, and proposes scalable solutions to fulfil 
these requirements. 

The hypothesis of the paper is that a scalable generic ICT 
architecture for controlling entities can be constructed, for use 
with any DER without additional work based on the number of 
different DERs, by requiring a scalable and generic ICT 
architecture to be in place on the DERs. 

 

 

 

Fig. 1. DER and controlling entity parts. 



This paper presents ideas and concepts for constructing this 
architecture based on a prototype containing most of the 
described components. It also presents a case study, with a 
flexibility control algorithm that uses the controlling entity ICT 
architecture and the DER ICT architecture to balance the 
production and consumption. Therefore, the paper uses a 
combination of the “Big Book” [6], and IMRaD paper 
structures. 

II. MODEL 

The ICT architecture has discovery and Supervisory 
Control And Data Acquisition (SCADA) components for 
finding DERs, retrieving measurements and sending control 
commands (fig. 2.). 

It has message exchange for coordinating with other 
controlling entities, an external view that provides information 
and control of the whole architecture to external entities such 
as visualizations and centralized supervisory control systems. 

Internally it has an algorithm component that manages the 
control algorithms, and an application manager that initializes 
the architecture and acts as a mediator between the previously 
mentioned components, by for instance redirecting message 
exchange messages sent between the algorithms on the same 
DER, so they do not go through external communication. 

III. DISCOVERY 

The discovery component finds DERs and collects 
information about them, so the communication can be handled 
generically. It also sets up the SCADA communication using 
communication negotiation. 

Discovery uses a separate communication mechanism, 
which leads to a high-performance SCADA communication 
channel being initiated. 

A. Network Discovery 

The first step in discovery is to find the IP addresses of 
DERs, within the geographical area of the controlling entity, 
which in the prototype, uses UDP broadcast to find units on 
the same local network. This should be replaced by an internet 
scale network discovery mechanism, such as overlay 
networks, that can find units located within the same 
geographical area, but on different communication networks, 
for instance at neighbors. 

 

 

 

Fig. 2. Controlling Entity ICT architecture components. 

 

B. Communication Negotiation 

The next step is to determine a shared middleware, 
serialization and standard to use for communication. This is 
because different middleware, serialization, and standards 
need to be used for communication. This is because the 
current standards, like IEC 61850 [7] and OpenADR [8] do 
not cover all use cases, and the recommendations for 
middleware and serialization by these standards have better 
alternatives, especially for distributed systems. 

C. Service Discovery 

Once middleware, serialization, and standards have been 
chosen, the ports and paths that they are running on, must be 
discovered, and this is handled by the service discovery 
component. 

D. Capability Discovery 

The last thing to discover is the capabilities of the DERs, 
among them the type of the DER or the ancillary services 
provided by the DER, such as voltage control. 

This can partially be based on IEC 61850 and OpenADR, 
but future extensions to these standards and future standards 
are needed to fully describe the capabilities of the DERs, for 
instance, to describe how stable a black start capable unit can 
keep the frequency of the local power grid when running in 
islanded mode. 

IV. SCADA 

The SCADA component handles the high performance 
communication with the DERs, and the translation of 
measurements and control commands using the chosen 
standard, and serialization. 

A. Standards Translation 

Internally the controlling entity uses a generic data format 
that is not specific to any standard, and the data, therefore, 
must be translated to the language of a communication 
standard (fig. 3.), for interoperability with all types of DERs, 
controlling entities and control systems. 

B. Serialization 

To send data over a network it must be translated from the 
internal object representation to a binary or string format that 
can be transmitted over a network, which is done using the 
chosen serialization (fig. 4.). 

The choice of serialization has a strong impact on 
performance, therefore consideration must be taken for the 
choice of serialization to ensure that measurements and control 
messages are delivered within the timeframe required for the 
ancillary services provided by the control algorithms.  

 



 

Fig. 3. Standard translation example. 

 

 

Figure 4 – Serialization example. 

The choice of serialization is covered in the earlier work 

presented in the paper “Smart Grid Serialization Comparison” 

[9], which concludes that JSON has better performance than 

XML, which the communication standards recommend. Also, 

binary has better performance than string serialization, with 

the best performing serializers being ProtoBuf (ProtoStuff), 

and ProtoStuff. 

C. Middleware 

The middleware is responsible for transmitting the 
serialized measurements and control commands between the 
controlling entity ICT architecture and the DER ICT 
architecture. A generic API, which is independent of the DER 
unit hardware, is used for the SCADA communication. 

The choice of middleware also has a strong impact on the 
performance of the communication and should be chosen 
carefully to ensure that the data is received within the 
timeframe required for the ancillary services provided by the 
control algorithms. 

This choice is covered by earlier work presented in the 
papers “Smart Grid Communication Middleware Comparison” 

[10], “Smart Grid Communication Comparison” [11] and 
“Smart Grid Communication Infrastructure Comparison” [12], 
which present performance and characteristics of middleware, 
combined performance of different middleware and 
serialization, and the performance of middleware and 
serialization with different processing units and data 
connections. The conclusion is that ZeroMQ, YAMI4, ICE, 
and WAMP are the best contenders, and perform much better 
than Web Services and XMPP, which the communication 
standards recommend. 

The middleware also handles access control, which is a 
complicated issue in the context of distributed systems, 
because of the lack of a trust system. Essentially there is no 
way for a DER or controlling entities to know if it should trust 
control requests, from other controlling entities. This is the 
cause of cyber security concerns about how DERs could be 
tricked to perform control commands that jeopardize the 
stability of the power grid, allowing cyber security attacks that 
could crash the power grid. 

Previous measurement and control command requests 
should be tracked by the ICT architecture, and provided to this 
trust system, so they can be used to mitigate the cyber security 
risk. 

V. MESSAGE EXCHANGE 

The message exchange shares the SCADA components for 
serialization and middleware and uses the discovery 
component to discovery other controlling entities. 

The main difference from the SCADA component is that 
the message exchange uses another generic API to exchange 
data with control algorithms on other controlling entities, 
instead of with DERs. 

VI. ALGORITHM 

The algorithm component consists of the algorithm 
manager that creates threads for running the algorithms as 
isolated as possible, the algorithm interface, that the 
algorithms must implement, and the algorithm test component 
that helps the authors of algorithms to test them. 

A. Algorithm Manager 

The algorithm manager finds control algorithms using 
reflection, launches those that specify that they should be 
launched initially, and then manages them based on the 
requests received through message exchange or the external 
view. 

B. Algorithm Interface 

Control algorithms must implement the algorithm interface 
to be used with the ICT architecture, which specifies 
configuration parameters like how often the algorithm should 
be run and whether it should be started initially, control 
outputs, which is information from the algorithms about their 
operation, control parameters which can be accessed through 
the external view to change the operation of the algorithms, 
along with callbacks to connect the algorithms with the other 
components of the ICT architecture. 



C. Algorithm Test 

The algorithm test component should allow the author of 
the algorithms to create tests that can be used for isolated tests, 
and distributed tests, using an interface, that redirects some or 
all requests between algorithms and algorithm tests. 

VII. APPLICATION MANAGER 

The application manager is a container that launches the 
components, directs requests between them and handles 
sharing of information, and references between the 
components. 

It has a configuration file with the preferences between 
serialization, middleware, and standards, so when multiple 
choices are available both on the DER and controlling entity 
ICT architecture, the best choice based on the processing unit 
and data connection will be chosen. 

VIII. EXTERNAL VIEW 

The external view provides data from the other 
components to external entities such as visualizations, 
supervisory controllers, and other controlling entities. 

This includes previous measurement and control requests 
from the SCADA component, previous data sent by the 
message exchange component and IP’s, ports, and capabilities 
from the discovery component. It also includes information 
about the state of the algorithms, control over the algorithms 
(start/stop), information from the algorithms, specific to each 
algorithm, and control of the algorithms, if they allow it, all 
from the algorithm component. Information and control over 
the components are also available through the application 
manager. 

Additionally, it should be possible to upload new control 
algorithms, written in the same programming language as the 
controlling entity ICT architecture, implementing the algorithm 
interface. 

IX. CASE STUDY 

The case study is included to illustrate how the ICT 
architecture can be used for distributed control algorithms, 
making use of all the components of the ICT architecture. 

A. Methods 

The goal of the flexibility algorithm, used for the 
experiments, is to balance consumption and production using 
the flexibility of 8 controllable DERs, running a scalable DER 
ICT architecture and the controlling entity ICT architecture. 

The controllable DERs consists of a diesel generator, wind 
turbine, 3 photovoltaic units, battery, dump load, and a mobile 
load. 

The dump load follows a partially fixed pattern to simulate 
uncontrollable consumers, while the mobile load simulates 
controllable consumers. 

Three experiments were performed, the first with the 
unstable wind turbine, the second with power replacement, 
and the third with topology changes, and power replacement. 

The external actions of the algorithm are shown briefly in 
fig. 5., and is described in more detail in the list below: 

1. Application manager initializes and launches the 
control algorithms. 

2. Discovery discovers DERs, DER capabilities, and 
controlling entities. 

3. Algorithm broadcasts “start algorithm” command to 
controlling entities, with the command received and 
executed by the application manager on the controlling 
entities. 

4. SCADA retrieves flexibility from the DER ICT 
architecture on the node DER (same unit). 

5. Algorithm exchanges flexibility with other controlling 
entities, through message exchange. 

a. Broadcast node DER flexibility. 

b. Receive flexibility from other controlling entities. 

c. Send power exchange requests. 

d. Receive power exchange requests. 

6. Send flexibility request to node DER (same unit). 

Between action 5 and 6, the algorithm calculates the 
flexibility use by: 

1. Calculating the total consumption, production, and the 
difference. 

2. Calculating flexibility use, by adding additional 
flexibility use, starting with the cheapest available 
flexibility. 

3. Calculating replacement of flexibility use, with cheaper 
available flexibility to increase production on node. 

4. Add power exchange request from other controlling 
entities to the final flexibility use. 

After finishing all actions, the algorithm returns to the 4th 
action, with the discovery component updating discovery 
information in parallel. 

The algorithm broadcasts stop algorithm command to other 
controlling entities, if an external entity changes the “stop 
algorithm” control parameter, through the external view. 

In parallel, the algorithm provides control outputs, like the 
flexibility and flexibility use to external entities through the 
external view. 

 

Fig. 5. State machine. 



B. Results 

When the demand is high, the wind and photovoltaic units 
are not curtailed, the battery provides as much energy as 
possible to the power grid and the diesel picks up the slack, 
while in low demand periods, the battery charges as much as 
possible, the controllable consumers (which are expensive, 
because of the low price they pay), consume the excess 
production, and at times the wind and photovoltaic units are 
curtailed, if the excess power is too much for the controllable 
consumers (fig. 6.). 

The wind turbine is quite unstable, dropping out quite 
often, which causes the algorithm to compensate, using a 
combination of cheap and expensive flexibility resources. 

The results from the second experiment (fig. 7.) show that 
when the flexibility algorithm uses power replacement, it uses 
cheaper flexibility to balance the production and consumption. 
This is because the power replacement feature alleviates the 
discrepancy between the available flexibility reported by each 
DER and the actual provided flexibility, caused by the ramp 
up and down time for the DERs and the unpredictability of 
weather dependent DERs to estimate their ability to increase 
their production (i.e. increasing production flexibility). This 
can be seen in fig. 7, by the use of the controllable consumers 
(i.e. the mobile load), instead of increasing the curtailment of 
the photovoltaic units. 

Experiment 3 (fig.8.), shows how the algorithm handles 
changing topologies, by having DERs disappear and reappear, 
with the power exchange helping to use the cheapest available 
flexibility. 

 

 

 

 

 

 

 

Fig. 6. Flexibility experiment 1, with an unstable wind turbine. 

 

Fig. 7. Flexibility experiment 2, with power replacement. 

 

Fig. 8. Flexibility experiment 3, with topology changes. 

 

C. Discussion 

Even though the ICT platform and algorithm runs on all 8 
units as controlling entities, and they all separately calculate 
the flexibility use, their combined effort manages to balance 
the production and consumption quite well, considering the 
ramping characteristics of the DERs. 

The power exchange part of the algorithm ensures that the 
cheapest flexibility is always being used, by replacing more 
expensive flexibility use. 

The unstable wind turbine in experiment 1 and the 
topology changes in experiment 3, shows that the ICT 
architecture handles DERs disappearing, and reappearing, 
because of the discovery component, that removes them when 
they disappear, and adds them when they reappear, and 
because the algorithm is generic, it is done with no 
information specific to a particular DER or type of DER. 

The reason the algorithm does not need any information 
specific to the DERs is because the architecture returns a list 
of all DERs that implement the flexibility services and 
because the DERs implement the same flexibility service, 
which has a data model that is the same for all DERs. This 
makes the algorithm scalable to a large number of DERs. 



X. PLUG ‘N’ PLAY 

A. DER Self-Healing 

With the aid of a self-healing service on the DERs, the 
controlling entity ICT architecture could provide recovery 
services for connected DERs, by restarting software 
components on the DERs and by correcting the hardware unit 
mappings. 

Correcting the mappings, by changing scaling and offsets 
for measurements would require a second source of 
measurements like a smart meter, and would require that the 
effects of the unit on the power grid can be isolated in the 
measurements of the second source. 

B. Topology Filtering 

In addition to the geographical filtering performed by the 
network discovery to limit the communication between DERs 
and controlling entities to units within the same geographical 
area, an extension based on topology detection could be part 
of the architecture. 

This would require a topology detection component as part 
of the DER ICT architecture, and a topology filtering 
component as part of the controlling entity ICT architecture. 

The filtering would limit the communication between 
units, to units that are directly electrically connected or 
connected through a couple of other units, depending on the 
provided ancillary service. 

XI. CONCLUSION 

With the components described in the paper, it is possible 
to create a generic scalable ICT architecture, that enables 
control algorithms to automatically control DERs, with no 
additional work for additional DERs and DER types. This 
does require the DERs to contain a generic scalable ICT 
architecture to be in place, and the use of ancillary services 
with data models that are independent of the types of DERs, 
which currently require an extension to the current 
communication standards or new communication standards. 

The case study illustrated the use of the components, the 
capabilities of the components, and showed that it is possible 
to balance the consumption and production of units without 
any information about the units, except that they implement 
the flexibility service. It was also shown that the algorithm can 
handle changes in topology with DERs disappearing and 
reappearing. This would also allow new, previously unknown 
DERs to be discovered and used. 

The plug ‘n’ play extensions could be used to enabling 
self-healing of DERs (or remote healing, depending on where 
the controlling entity ICT architecture is deployed), by 
restarting software components and correct the DER hardware 
unit mapping. Additionally, the topology filtering could be 
used with a large number of DERs, and controlling entities, to 
limit the cooperation of units, to units that are closely 
connected in the power grid. 

Additional work should be done on internet-scale 
discovery mechanisms, which are specific to power systems, 
so they discover units in the same geographical area, not in 
another country, with the capabilities required by the control 
algorithm, e.g. a flexibility service. 

The lack of data models to describe DER capabilities and 
ancillary services requires extensions to the current 
communication standards or new communication standards, 
that include these data models. 

Work on the design of a trust system for distributed operation 
of DERs and controlling entities is required to protect these 
units against future cyber security attacks.  
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