







Content-based image retrieval (CBIR) applications have been rapidly developed
along with the increase in the quantity, availability and importance of images in our
daily life.
However, the wide deployment of CBIR scheme has been limited by its the severe
computation and storage requirement. In this paper, we propose a privacypreserving content-based image retrieval scheme, which allows the data owner to
outsource the image database and CBIR service to the cloud, without revealing the
actual content of the database to the cloud server.
Local features are utilized to represent the images, and earth mover’s distance
(EMD) is employed to evaluate the similarity of images. The EMD computation is
essentially a linear programming (LP) problem.
The proposed schemetransforms the EMD problem in such a way that the cloud
server can solve it without learning the sensitive information. In addition, local
sensitive hash (LSH) is utilized to improve the search efficiency. The security
analysis and experiments show the security and efficiency of the proposed scheme.
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The need for efficient storage and retrieval of images is reinforced by the increase

of largescale image databases among all kinds of areas.


Meanwhile, as an emerging technology, Content-based Image Retrieval (CBIR)
shows enough promise and maturity to be helpful in many real-world image

retrieval/matching applications.


For example, clinicians may use CBIR to retrieve the similar cases of the patients
to facilitate the clinical decision-making process
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techniques from security, image processing and information retrieval domains to

achieve secure and efficient searching over encrypted images. The proposed
scheme supports local-feature based CBIR with the earth mover’s distance (EMD)
as similarity metric. In particular, a secure transformation is designed so that the

cloud server can solve the EMD problem with the privacy preserved.
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In this paper, we propose a privacy-preserving content based image retrieval
scheme, which allows the data owner to outsource image database and the CBIR
service to the cloud without revealing the actual content of the database. Local
features are utilized to represent the images, and earth mover’s distance (EMD) is
employed to evaluate the similarity of images.
We transform the EMD problem so that the cloud server can solve the problem
without learning the sensitive information. In order to improve the search
efficiency, we design a two-stage structure with LSH. In the first stage, dissimilar
images are filtered out by pre-filter tables to shrink the search scope. In the second
stage, the remaining images are compared under EMD metric one by one for
refined search results.
The security analysis and experiments show the security and efficiency of the
proposed scheme. In the future, we will study how to outsource the feature
extraction to the cloud server so as to further relieve the burden of data owner and
data user.
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