A THREE-LAYER PRIVACY
PRESERVING CLOUD
STORAGE SCHEME BASED
ON COMPUTATIONAL
INTELLIGENCE IN FOG
COMPUTING

ABSTRACT


The computer technology has developed rapidly. Cloud computing
has gradually matured through so many people’s efforts.



Then there are some cloud-based technologies deriving from cloud

computing.


we propose a three-layer storage framework based on fog
computing. The proposed framework can both take full advantage of

cloud storage and protect the privacy of data.


Besides, Hash-Solomon code algorithm is designed to divide data
into different parts.

CONTINUE


Then, we can put a small part of data in local machine and fog server
in order to protect the privacy.



Moreover, based on computational intelligence, this algorithm can

compute the distribution proportion stored in cloud, fog, and local
machine, respectively.

EXISTING SYSTEM


Recent years witness the development of cloud computing
technology. With the explosive growth of unstructured data, cloud
storage technology gets more attention and better development.



However, in current storage schema, user’s data is totally stored in

cloud servers. In other words, users lose their right of control on data
and face privacy leakage risk.


Traditional privacy protection schemes are usually based on
encryption technology, but these kinds of methods cannot effectively
resist attack from the inside of cloud server.

PROPOSED SYSTEM


we propose a three-layer storage framework based on fog
computing.



The proposed framework can both take full advantage of cloud

storage and protect the privacy of data.


Besides, Hash-Solomon code algorithm is designed to divide data
into different parts. Then, we can put a small part of data in local
machine and fog server in order to protect the privacy.



Moreover, based on computational intelligence, this algorithm can

compute the distribution proportion stored in cloud, fog, and local
machine, respectively.

CONTINUE


The introduction of fog computing can relief the cloud computing
layer, improving the work efficiency.

HARDWARE REQUIREMENTS


Processor

- Pentium –III



Speed

- 1.1 Ghz



RAM

- 256 MB(min)



Hard Disk

- 20 GB



Floppy Drive

- 1.44 MB



Key Board

- Standard Windows Keyboard



Mouse

- Two or Three Button Mouse



Monitor

- SVGA

SOFTWARE REQUIREMENTS


Operating System

: Windows 8



Front End

: Java /DOTNET



Database

: Mysql/HEIDISQL

CONCLUSION


The development of cloud computing brings us a lot of benefits.



Cloud storage is a convenient technology which helps users to expand their

storage capacity. However, cloud storage also causes a series of secure
problems.


When using cloud storage, users do not actually control the physical storage

of their data and it results in the separation of ownership and management
of data.


In order to solve the problem of privacy protection in cloud storage, we

propose a TLS framework based on fog computing model and design a
Hash-Solomon algorithm. Through the theoretical safety analysis, the
scheme is proved to be feasible.


CONTINUE


By allocating the ratio of data blocks stored in different servers

reasonably, we can ensure the privacy of data in each server. On
another hand, cracking the encoding matrix is impossible
theoretically.
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