SECURING CLOUD DATA UNDER
KEY EXPOSURE

ABSTRACT


Recent news reveal a powerful attacker which breaks data confidentiality by
acquiring cryptographic keys, by means of coercion or backdoors in
cryptographic software.



Once the encryption key is exposed, the only viable measure to preserve
data confidentiality is to limit the attacker’s access to the ciphertext. This
may be achieved, for example, by spreading ciphertext blocks across servers

in multiple administrative domains—thus assuming that the adversary
cannot compromise all of them.


Nevertheless, if data is encrypted with existing schemes, an adversary
equipped with the encryption key, can still compromise a single server and
decrypt the ciphertext blocks stored therein.



In this paper, we study data confidentiality against an adversary which
knows the encryption key and has access to a large fraction of the
ciphertext blocks. To this end, we propose Bastion, a novel and efficient

scheme that guarantees data confidentiality even if the encryption key is
leaked and the adversary has access to almost all ciphertext blocks. We
analyze the security of Bastion, and we evaluate its performance by
means of a prototype implementation. We also discuss practical insights
with respect to the integration of Bastion in commercial dispersed

storage systems. Our evaluation results suggest that Bastion is wellsuited for integration in existing systems since it incurs less than 5%
overhead compared to existing semantically secure encryption modes.

EXISTING SYSTEM


In this paper, we study data confidentiality against an adversary
which knows the encryption key and has access to a large fraction of
the ciphertext blocks. The adversary can acquire the key either by

exploiting flaws or backdoors in the key-generation software [31], or
by compromising the devices that store the keys (e.g., at the userside or in the cloud). As far as we are aware, this adversary
invalidates the security of mos cryptographic solutions, including

those that protect encryption keys by means of secret-sharing (since
these keys can be leaked as soon as they are generated).

DISADVANTAGES


A powerful attacker which breaks data confidentiality by acquiring
cryptographic keys, by means of coercion or backdoors in
cryptographic software

PROPOSED SYSTEM


We propose Bastion, an efficient scheme which ensures data
confidentiality against an adversary that knows the encryption key
and has access to a large fraction of the ciphertext blocks.



We analyze the security of Bastion, and we show that it prevents

leakage of any plaintext block as long as the adversary has access to
the encryp-tion key and to all but two ciphertext blocks.


We evaluate the performance of Bastion an-alytically and
empirically in comparison to a number of existing encryption
techniques.



Our results show that Bastion considerably improves (by more than 50%) the
performance of existing AON encryption schemes, and only incurs a negligible
overhead when compared to existing semantically secure encryption modes (e.g.,
the CTR encryption mode).



We discuss practical insights with respect to the deployment of Bastion within

existing storage systems, such as the HYDRAstor grid storage system

ADAVANTAGES


we introduced a novel security definition that
captures data confidentiality against the new
adversary
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CONCLUSION


In this paper, we addressed the problem of securing data outsourced to the
cloud against an adversary which has access to the encryption key. For that
pur-pose, we introduced a novel security definition that captures data

confidentiality against the new adversary.


We then proposed Bastion, a scheme which ensures the confidentiality of
encrypted data even when the adversary has the encryption key, and all but
two cipher-text blocks.



Bastion is most suitable for settings where the ciphertext blocks are stored
in multi-cloud storage systems. In these settings, the adversary would need
to acquire the encryption key, and to compromise all servers, in order to

recover any single block of plaintext.

