RAAC: ROBUST AND AUDITABLE
ACCESS CONTROL WITH MULTIPLE
ATTRIBUTE AUTHORITIES FOR
PUBLIC CLOUD STORAGE

ABSTRACT


Data access control is a challenging issue in public cloud
storage systems.



Ciphertext-Policy Attribute-Based En-cryption (CP-ABE)
has been adopted as a promising technique to provide

flexible, fine-grained and secure data access control for
cloud storage with honest-but-curious cloud servers.


However, in the existing CP-ABE schemes, the single
attribute authority must execute the time-consuming user
legitimacy verification and secret key distribution.



Hence it results in a single-point performance bottleneck
when a CP-ABE scheme is adopted in a large-scale cloud
storage system. Users may be stuck in the waiting queue

for a long period to obtain their secret keys, thereby
resulting in low-efficiency of the system. Although multi-

authority access control schemes have been proposed, these
schemes still cannot overcome the drawbacks of singlepoint bottleneck and low efficiency, due to the fact that

each of the authorities still independently manages a
disjoint attribute set.

EXISTING SYSTEM


To address the issue of data access control in cloud storage, there
have been quite a few schemes proposed, among which CiphertextPolicy Attribute-Based Encryption (CP-ABE) is re-garded as one of
the most promising techniques. A salient feature of CP-ABE is that it
grants data owners direct control power based on access policies, to
provide flexible, fine-grained and secure access control for cloud
storage systems. In CP-ABE schemes, the access control is achieved

by using cryptography, where an owner’s data is encrypted with an
ac-cess structure over attributes, and a user’s secret key is labelled

with his/her own attributes. Only if the attributes associated with the
user’s secret key satisfy the access structure, can the user decrypt the
corresponding ciphertext to obtain the plaintext.

PROPOSED SYSTEM


we propose a robust and efficient heterogeneous framework
with single CA(Central Authority) and multiple AAs
(Attribute Au-thorities) for public cloud storage.



The heavy load of user legitimacy verification is shared by

multiple AAs, each of which manages the universal
attribute set and is able to independently complete the user
legitimacy verification, while CA is only responsible for
computational tasks.



To the best of our knowledge, this is the first work
that proposes the heterogeneous access control
framework to address the low efficiency and singlepoint performance bottleneck for cloud storage.



We reconstruct the CP-ABE scheme to fit our
proposed framework and propose a robust and highefficient

access

control

scheme,

meanwhile

the

scheme still preserves the fine granularity, flexibility

and security features of CP-ABE.

HARDWARE REQUIREMENTS


System

: Pentium IV 2.4 GHz.



Hard Disk

: 40 GB.



Floppy Drive

: 1.44 Mb.



Monitor

: 15 VGA Colour.



Mouse

: Logitech.



Ram

: 512 Mb.

SOFTWARE REQUIREMENTS


Operating system

: Windows XP/7.



Coding Language

: ASP.net, C#.net /java

CONCLUSION


In this paper, we proposed a new framework, named RAAC, to
eliminate the single-point performance bottleneck of the
existing CP-ABE schemes. By effectively reformulating CPABE cryptographic technique into our novel framework, our

proposed scheme provides a fine-grained, robust and efficient
access control with one-CA/multi-AAs for public cloud storage.
Our scheme employs multiple AAs to share the load of the

time-consuming legitimacy verification and standby for
serving new arrivals of users’ requests.
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