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ABSTRACT

Providing an efficient anonymous authentication sche g
vehicular ad hoc networks (VANETS)

putational cost 1s a challenging is ?
Even though, there Ing schemes to provide

anonymous $§1on the existing schemes suffer
g\ tatlonal cost in the cer-tificate and the
ature verification process, which leads to high message

loss.



Therefore, they fail to meet the necessity of Ve@\9

hundreds of messages per second in VANETSs. L@
we propose an efficient anonymous authem‘i& eme to

avoid malicious vehicles ente ﬁ the VANET. In
addition, the proposed sc a conditional tracking
mechanism to trﬂ\ es or roadside units that abuse
the VAN ult, our scheme revokes the privacy of

u@& Vehicles to provide conditional privacy in a
computationally efficient way through which the VANET
entities will be anonymous to each other until they are
revoked from the VANET system.



EXISTING SYSTEM

Usually, many existing schemes were designed to so
security 1ssues of VANETs based o(n(@‘.e
infrastructure (PKI).
In the PKI based sch s& ‘gwlcle user uses a pair of
cryptograp 1c ely, a public key and a private key.
&C{\ of the PKI schemes mainly depends on the
putatlonal 1impracticality of a properly generated

private key from its corresponding public key.



The vehicle user keeps the private key in the vehicle

secret manner, whereas the public key l&

everyone, which 1s i1ssued by a TA ommonly

used two PKIs are Rivest d Adleman(RSA)-

based PKI and ﬁcryptosystem (ECC)-based
m ey size and lower computational

cﬂ based PKI anonymity schemes are better

h

e RSA-based PKI schemes.



PROPOSED SYSTEM

1In order to minimize the computational cost, w ﬁ

developed a computationally efflclent

authentication scheme for both Veh@(i S 1n our

scheme.

2) To minimize ﬁ 385 and signature verification
] 1

cient data integrity, which 1s suit-ably

cost for p 1%
$ ANETs.

3) " To minimize the message loss ratio during the message
communication that takes place between the RSUs and

vehicles.



4) To develop a computationally efficient conditional tragk-
ing mechanism to revoke the vehicles or RS @e

the VANET. O(Yl@



HARDWARE REQUIREMENTS

o System : Pentium IV 2.4 GHz.

o Hard Disk : 40 GB. ?}Cﬂ
o Floppy Drive : 1.44 Mb. O(Y

o Monitor

é
o Mouse ﬂ gitech.
0 Ramn\CE, £ 512 Mb.




SOFTWARE REQUIREMENTS

o Operating system : Windows XP/7.

o Coding Language : ASP.net, C#.net /java ({@Cﬂ




CONCLUSION

In this paper, we have proposed a new scheme called EAAP

for secure vehicular communication in VANETs

proposed EAAP scheme, an RSU

authenticate vehicles in an an ﬁer before

providing LBSI messages ﬁy@

Similarly,vehi 1 lso authenticate an RSU in an
on&wer before receiving LBSI messages from

g& AAP scheme not only provides the anonymous

authentication with low certificate and signature

verification costs which are essentially required in the

VANET applications.



But also able to provide an efficient conditional p
tracking mechanism to reveal the real 1d.§e ﬁ’
malicious vehicle for enhancing n cigadly of the

VANET system. The propo eme also provides

better efficiency in Verification on certificates
and 81gn h nthe prevmusly reported schemes BLS,

E@“ B and KPSD.
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