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ABSTRACT

Secure search techniques over encrypted cloud data allow an
authorized user to query data files of interest by subm1tt1 6
encrypted query keywords to the cloud server in

preserving manner.

However, in practice, the returned rn y be incorrect or
incomplete in the dlshonest cl ment. For example, the
cloud server may inte some qualified results to save
computatlonal €SO communlcatlon overhead.

Thus, Ing secure query system should provide a
erlflcatlon mechanism that allows the data user to
csults. In this paper, we design a secure, easily integrated,
and fine-grained query results verification mechanism, by which,
given an encrypted query results set, the query user not only can
verify the correctness of each data file in the set but also can further
check how many or which qualified data files are not returned if the
set 1s incomplete before decryption.




The verification scheme is loose-coupling to concrete secur
techniques and can be very easily integrated into a

scheme. We achieve the goal by constr 1 Verlflcatlon

object for encrypted cloud d e re, a short signature

technique with extre all ge cost 1s proposed to guarantee
the authe

@ ue 1s presented to allow the query user to securely
obkainh the desired verification object. Performance evaluation shows

that the proposed schemes are practical and efficient.

catlon object and a verification object



EXISTING SYSTEM

Recently, with the growing popularity of cloud computing, ho
securely and efficiently search over encrypted
research focus.

Some approaches have b 3 @ised on traditional

es in which aim to protect data security

searchable e cr)g
z@ 1es with better query efficient for cloud computing.

ever, all of these schemes are based on an ideal assumption that
the cloud server 1s an honest-but-curious” entity and keeps robust

and secure software/hardware environments. server



As aresult, correct and complete query results always be a

unexceptionally returned from the cloud server %@

every time. However, in practical apphcatl erver may

return erroneous or 1ncomplete e he behaves

communic

»@\\

dishonestly for 11162%J savmg computation and

to possible software/hardware failure of



DISADAVANTAGES

o Encrypted data make effective data retrieval a very challenging tagk.

o Security problem (YY)C




PROPOSED SYSTEM

1)We formally propose the verifiable secure search system m and threat

model and design a fine-grained query results V@@Q for secure

keyword search over encrypted cloud ?
u

2) We propose a short s 5 e based on certificateless public-
key cryptograp @ tee the authenticity of the verification objects

ACD>

3)$e design a novel verification object request tech-nique based on Paillier
Encryption, where the cloud server knows nothing about what the dat a usex

1s requesting for and which verification objects are returned to the user.



4) We provide the formal security definition and proof and ¢ ﬁ

extensive performance experiments to evaluate t

efficiency of our pro-posed scheme (i
¢ O
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ADAVANTAGES




HARDWARE REQUIREMENTS

o System : Pentium IV 2.4 GHz.

o Hard Disk : 40 GB. 6
o Floppy Drive : 1.44 Mb. @C
o Monitor : 15 VGA Col O(Y
o Mouse : Logi ?
2

e




SOFTWARE REQUIREMENTS:

o Operating system : Windows XP/7.

o Coding Language : ASP.net, C#.net /java ({@Cﬂ




CONCLUSION

In this paper, we propose a secure, easily integrated, and fm ned query
results verification scheme for secure search ;VC@ C oud data.
Different from previous works, our s rify the correctness of
each encrypted query r $€courately find out how many or
which qualified at returned by the dishonest cloud server.
thechmque 1s designed to guarantee the authenticity of
ve flcatlon object itself. Moreover, we design a secure verification object
request technique, by which the cloud server knows nothing about which

verification object 1s requested by the data user and actually returned by the

cloud server.



